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3,000 pages of specifications
20,000 lines of properties
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100 problems in the standard
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Uniform distributions?

e Lists of 32-bit integers, with 0—7 elements

 For every list of length 6, there are 23 lists of
length 7!

e With uniform distribution:

P(length < 7) ~= 2-32

* P(prop_zip() fails) ~= 231



Actual distribution
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e Uniform distribution of list lengths, not of test data



Uniform distribution of elements?

P(list has duplicate elements | length==7)
~= 21 x 2732

* P(prop_delete() fails) ~ 21 x 2-%4



Actual distribution of elements

Percentage of elements with each value
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e Uniform distribution over a limited range

* P(a list has duplicate elements) ~= 14%



Two general ideas

* Uniform distribution of a property of the data, not
the data itself

 Choose from a small set, so collisions become more
likely



Satistying invariants
*0<=x<=10,0<=y<=10,y<=x

e Generate and filter:

?SUCHTHAT({X, Y},
{choose(1,10),choose(1,10)},

Y =< X) A

Y




Manual selection of test cases

e Test extremal values plus a few in the middle




?LET(X,choose(1,10),
{X,choose(1,X)})







Two stage generation

e X<=y?
 Generate x, then generate y

e Sorted lists?
 Generate a list, then sort it

» Test cases for prop_delete()?
e Generate a list, then choose an element from it



Smartening prop delete()

prop delete() ->
?FORALL({X,Xs},

gimeux (Dist(int())},
not member(X,delete(X,Xs))).

smart() ->

frequency([{10,{int(, list(int())}},
{90,?LET(Xs,non_empty(list(int())),

{elements(Xs),XsPH}D).-

Fails in <0.4% of cases
Fails in >6% of cases



Testing stateful APls

A minimal failing
example




The Erlang process registry

Name | Pid | e register(Name,Pid)
a —add a process to the registry Choose
names from
b e whereis(Name) _asmall set
C —return corresponding Pid toincrease
collision
e unregister(Name) probabilities
—remove Name from registry _|
° Spawn() Choose Pids from a
—create a process to be registered small set
e kill(Pid)

—kill a process (dead processes are not allowed in the
registry)



A sample “bug”

spawn() -> <0.117.0>
register(a, <0.117.0>) -> true
kil1(<0.117.0>) -> ok
whereis(a) -> undefined
Reason:

Post-condition fairled:
undefined /= <0.117.0>

* A bug in the properties: forgot that killing a process
must remove it from the registry



How long are generated tests?
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How often do tests fail?
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Probability of failure per

command
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The Erlang process registry

Name | Pid register(Name,Pid)
a —add a process to the registry

b e whereis(Name)

C —return corresponding Pid

unregister(Name)
—remove Name from registry
e spawn()
—create a process to be registered

o kill(Pid)
—Kkill a process (dead processes caphnot be in the registry)



Number of processes in the registry
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What if we choose register more
often?
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Why aren’t we registering more
processes?

register _, unregister
21% 12%

. ©

—— 88%
m Failure m Success m Failure m Success




Outcomes of calls to
register

Pid is already

Success;
registered; 25%

21%

Name is
already

registered;
15%

Pid is dead; 39%




Options

e Choose arguments to register/unregister that are
likely to succeed?

 Kill processes less often?

e Spawn new processes more often?



Uniform Uniform
distribution distribution
of inputs of outcomes




Automating weight assignment?

* # bugs # lines of code
» Test each line of code equally often?
* Follow each transition equally often?

X iocic SN

llock Tunk
locked \

read pite

—



Impossible!




Two weightings This one is
better

[0.25,0.25,0.5,0.5] < [0.33,0.33,0.33,0.67]
N~ lexicographically



Weighting the locker

has a

/ precondition / much improved
read( ) read( )
1.1% 22.1%
lock() |unlockg €W WOt
. cases
write( . ) write(_, )
21.9%% 16.5%%

weight(locked, locked, read, [_])
weight(unlocked, unlocked, read, [_])
weight( , , , ) -> 1.



—>

P(failure)

How should we choose x?

e Uniform =>» P(failure) = 5.5%
e P(x<0.5)==1 =>» P(failure) = 10%!
e P(x>0.5)==1 =>» P(failure) = 1%




Expected number of bugs found
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Time to find both bugs
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Assumption

P(failure)




Assumption

P(failure) t E%% %

10%

0.5 X

Finding the same bug several times is not useful



Why not just stop testing for a

bug once it’s found?

Time to find both bugs
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Testing the registry—do all calls
succeed?

unregister(a)




A rarer bug

Pid = spawn(),
register(a,Pid),
register(a,Pid)




A failed idea

e Avoid the known minimal test case

unregister(a)

Abstract argumen
value subs

unregister(b) Pid = spawn(),
unregister(a)

atch a
nce



First idea

e Generalize a bug to a bug pattern matching any test
case with a matching subsequence of functions

unregister(a) mm) unregister(?)

 Don’t generate more calls to unregister

Pid = spawn(), ? = spawn(),
register(a,Pid), ) register(?,?),
register(a,Pid) register(?,?)



Second idea

e [gnoring argument values seems a bit crude!

Pid = spawn(), ?Ridpaspaiyn(),
register(a,Pid), g register(?A)2Pid),
register(a,Pid) register(?A,)?Pid)

e Same ?Name must match the same value at each
occurrence



A New Bug!

Pid1 = spawn(),
Pid2 = spawn(),
register(a,Pid1),
register(a,Pid2)

Pid1 = spawn(), Pid1 = spawn(),
register(a,Pid1), Pid2 = spawn(),
Pid2 = spawn(), register(a,Pid2),

register(a,Pid2) register(a,Pid1)



Third idea

e Generalize order using parallel composition

?Pid1 = spawn(),
register(?A,?Pid1) || ?Pid2 = spawn(),
register(?A,?Pid2)

e (This means any interleaving, there is no real
parallelism)



Another new bug

Pid = spawn(), ?Pid = spawn(),
register(a,Pid), ) register(?A,?Pid),
register(b,Pid) register(?B,?Pid)

e Generalizes (and replaces) the second bug pattern
found



Evaluation of "MoreBugs”

e Comparison with vanilla QuickCheck

e Comparison with RANDOOP

e which also uses “feedback” from earlier tests to guide
the choice of later ones



RANDOOP style testing

* RANDOOP-style test case generation for
QuickCheck state machine models

4 )

f(args)
Choose a sequence B '\ Uniform distribution
satisfying f's precondition of testing functions




Evaluation: Erlang process registry

Bug__|__QC___|__RDS

1 258.1 12.8
2 13.9 3.1
3 18.9 3.1
4 1.1 1.8
5 5.7 5.1

How often each bug is provoked per 1,000 calls to the
AP|



Time to find all five bugs

MoreBugs
(no shrmkmg)

4893

again, measured in APl calls



Evaluation: AUTOSAR CAN stack

The CAN bus is used in vehicles; AUTOSAR is a
standard for vehicle software

e 50 functions in the API

e 20 KLOC of C

e QC model is 5 KLOC of Erlang

”Bugs” inserted via incompatible configuration



Time to find bugs
B |
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Time to find bugs
B | Q|

5k
1,000k
2,000k

500k
1,000k
2,000k
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1,000k



Time to find bugs
_ Bug | QC_ | MoreBugs |
5k

1 5k

2 1,000k 1,000k
3 2,000k -
4 500k 2,000k
5 1,000k -
6 2,000k 500k
7 - 500k
8 - 1,000k
9 1,000k 1,000k




Time to find bugs
——m

1 100k
2 1,000k 1,000k -
3 2,000k - -
4 500k 2,000k -
5 1,000k - -
6 2,000k 500k -
7 - 500k -
8 - 1,000k -
9 1,000k 1,000k -




Summary

e Optimise bug-finding rate, not test failure rate

e Generating larger tests and shrinking failures
improves bug finding rate

e Tuning input distribution is a creative process
—using measurements of outcomes as a guide
—multi-stage generation beats generate-and-filter

e Uniform distribution of code execution may help

* Adapting generation to avoid known bugs can
speed up bug discovery
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